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NO.1 As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used
the SD- WAN overlay topology.
Which two statements apply to this scenario? (Choose two.)
A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub
topology.
B. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the
hub.
C. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0
and ADVPN 1.0.
D. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology,
including a primary-primary dual-hub topology.
Answer: B D
Explanation:
When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically
updates both the IPsec and BGP templates on the hub so that shortcut tunnels can be established
dynamically.
ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-
hub primary-primary, not just single hub.

NO.2 Refer to the exhibits.
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The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare
for onboarding FortiGate devices in the company's stores. Later, a technician prepares a FortiGate
51G with a basic configuration and connects it to the network. The basic configuration contains the
port1 configuration and the minimal configuration required to allow the device to connect to
FortiManager.
After the device first connects to FortiManager, FortiManager updates the device configuration.
Based on the exhibits, which actions does FortiManager perform?
A. FortiManager updates the device configuration according to the selected templates. It applies the
corp_st template first.
B. FortiManager does not update the port1 configuration because FortiManager does not change the
configuration of interfaces with fgfm access.
C. FortiManager updates access rights only for port1. FortiManager cannot update the IP address
because it was already set manually.
D. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new
IP addresses.
Answer: D
Explanation:
Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates. The
LAN- interface script sets port1 and port2 to DHCP and assigns a static IP to port5 (using the branch_id
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variable).
Therefore, when FortiManager pushes the blueprint, it updates the configurations of port1, port2,
and port5 - and their IP addresses may change accordingly.

NO.3 Which three factors about SLA targets and SD-WAN rules should you consider when
configuring SD-WAN rules? (Choose three.)
A. Member metrics are measured only if a rule uses the SLA target.
B. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.
C. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA
requirements.
D. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same
performance SLA.
E. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance
SLAs.
Answer: B C D

NO.4 Refer to the exhibit.
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Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24
to the corporate server 10.2.5.254?
A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and port1 or port2.
D. SD-WAN service rule 4 and interface port2.
Answer: B

NO.5 Refer to the exhibits.
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You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part
of the LAN subnet and its IP address is 10.0.1.101.
Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?
A. port4
B. HUB1-VPN1
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C. port1
D. port2
Answer: D

NO.6 (Refer to the exhibits.

The SD-WAN zones and members configuration of two branch devices are shown. The two branch
devices are part of the same hub-and-spoke topology and connect to the same hub. The devices are
configured to allow Auto-Discovery VPN (ADVPN). The configuration on the hub allows the initial
communication between the two spokes.
When traffic flows require it, between which interfaces can the devices establish shortcuts? Choose
one answer.)
A. Any interface in the overlay zones
B. Interface connected to HUB only
C. Between T3 on Branch-A and TC on Branch-B
D. Between T2 on Branch-A and TA on Branch-B
Answer: D
Explanation:
From the exhibit, both branches have an SD-WAN zone named overlay with set advpn-select enable,
and each SD-WAN member in that zone is assigned a transport-group value.
Branch-A members:
* T1 # transport-group 1
* T2 # transport-group 1
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* T3 # transport-group 2
Branch-B members:
* TA # transport-group 1
* TB # transport-group 2
* TC # transport-group 3
In FCSS SD-WAN 7.6 ADVPN design, transport-group is used to constrain which underlays are allowed
to form ADVPN shortcuts with each other . A spoke can establish an ADVPN shortcut only between
interfaces that belong to the same transport-group on both sides. This prevents building shortcuts
across dissimilar transports.
Evaluating the options:
* Option D ( T2 on Branch-A with transport-group 1 and TA on Branch-B with transport-group 1) is a
valid shortcut pairing.
* Option C is not valid because T3 is transport-group 2 while TC is transport-group 3, so they are not
permitted to form a shortcut.
* Option A is incorrect because not all overlay-zone interfaces are eligible; eligibility is restricted by
transport-group matching.
* Option B is incorrect because ADVPN shortcuts are spoke-to-spoke tunnels (facilitated by the hub),
not limited to "interfaces connected to hub only." Therefore, the valid shortcut pairing listed is
between T2 on Branch-A and TA on Branch-B , which corresponds to Option D .

NO.7 (Refer to the exhibits. You collected the output shown in the exhibits and want to know which
interface TCP traffic will flow through from the user device 10.0.1.101 to the corporate file server
10.0.0.125 . All SD-WAN links are stable.
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Which interface will FortiGate use to steer the traffic? Choose one answer.)
A. Only HUB1-VPN1
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B. Either HUB1-VPN1 or HUB1-VPN2
C. Only HUB1-VPN2
D. Either HUB1-VPN1 , HUB1-VPN2 , or HUB1-VPN3
Answer: B
Explanation:
From the SD-WAN rule configuration (service ID 3 , name " Corp " ), the rule is configured as:
* set mode sla
* set load-balance enable
* set hash-mode source-ip-based
* set priority-members 3 4 5
* Two SLAs are referenced under config sla
In the diagnose firewall proute list output for service=3 (Corp) , FortiGate shows the actual members
considered for this rule and their SLA pass status:
* oif=19 (HUB1-VPN1) num_pass=2
* oif=20 (HUB1-VPN2) num_pass=2
* oif=21 (HUB1-VPN3) num_pass=1
Because the rule is SLA-based , FortiGate selects only members that meet the SLA requirements for
the rule.
The output indicates that HUB1-VPN1 and HUB1-VPN2 pass both SLA checks (num_pass=2) , while
HUB1-VPN3 passes only one (num_pass=1) and therefore is not selected as an eligible forwarding
interface for this rule.
Since load-balance is enabled and the rule uses hash-mode source-ip-based, FortiGate will
consistently choose an eligible member based on the source IP hash. For traffic sourced from
10.0.1.101 , the session can be steered through either HUB1-VPN1 or HUB1-VPN2 (whichever the
hash selects), but not HUB1-VPN3.
Therefore, the correct answer is B .

NO.8 Refer to the exhibit, which shows the SD-WAN rule status and configuration.
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Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new
preferred member?
A. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
B. When HUB1-VPN3 has a latency of 80 ms
C. When HUB1-VPN3 has a latency of 90 ms
D. When HUB1-VPN1 has a latency of 200 ms
Answer: B

NO.9 You have a FortiGate configuration with three user-defined SD-WAN zones and two members
in each of these zones. One SD-WAN member is no longer in use in health-check and SD-WAN rules.
You want to delete it.
What happens if you delete the SD-WAN member from the FortiGate GUI?
A. FodiGate accepts the deletion and removes routes as required.
B. FortiGate displays an error message. You must use the CLI to delete an SD-WAN member.
C. FortiGate displays an error message. SD-WAN zones must contain at least two members
D. FortiGate accepts the deletion and places the member in the default SD-WAN zone.
Answer: A

NO.10 You are planning a new SD-WAN deployment with the following criteria:
- Two regions
- Most of the traffic is expected to remain within its region
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- No requirement for inter-region ADVPN
To remain within the recommended best practices, which routing protocol should you select for the
overlays?
A. OSPF for the routing within ea raffic will be routed over HUB1-V ns.
B. IBGP with BGP on loopback within each region and EBGP between the regions.
C. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the
regions.
D. IBGP within each region and between the regions.
Answer: B
Explanation:
For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is
no requirement for inter-region ADVPN-the best practice is to use IBGP with BGP on loopback
interfaces for routing within each region and EBGP between the regions. This approach ensures
robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is
not tied to specific physical interfaces.
EBGP between regions allows each region to maintain independent routing policies and
summarization, optimizing performance and manageability. By separating IBGP (intra-region) and
EBGP (inter-region), you create a modular architecture that scales easily and simplifies fault isolation
and troubleshooting.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q10]
Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-
WAN Overlay Design Guidelines
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