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QUESTION NO: 1
At HM Z2EIRE S AESHE M 2 ALO|EE CIRIlst /U&LICH O EAOIEE

PO E UEESI D CIREEE = JE 752 MIELICH gA 27
Argol ek 2E HlolE s ©E & 2 RF dEioM FE=3tE|o{of gfLICH £F4 HAHR=
Amazon S3 2 Amazon CloudFrontg& At&3t0] £&FME 53t U&LCH
o BtA &0l =8 27 A E SZTELIT? (3IHE MESHAMR.)
A. & ofZ |7 0|M0| AE3t= S3 HHZ!ol| CHall S3 M & 25 3HE ZLIch
B. S3 ACLS| 27| & A 7| Zrdoi| CH3EH "aws:SecureTransport™: "true" 24 £ M4
FI7hgct
C. &l ofZ 27 0|0 AFE 3t S3 HZIoM 2 E 3 E|X| o2 &g HESHE HAU HME
Aogfct
D. AWS KMS 7[(SSE-KMS)Z M & A5 3IE A& 35104 CloudFrontdiM 7 & E3HE
TdgL
E. CloudFront0il A HTTP EO| HTTPS LE o Z o] Z|C|HME T8t
F. 2 ol Z 2|7 0|M0| At 5H= S3 H{Zlol ChaH Ol2] MHEE URLES 44448t I RequireSSL
SME A8 EHAIAIR.
Answer: ACE
Explanation:
Turning on S3 server-side encryption for the S3 bucket that the web application uses will
enable encrypting the data at rest using Amazon S3 managed keys (SSE-S3)1. Creating a
bucket policy that denies any unencrypted operations in the S3 bucket that the web
application uses will enable enforcing encryption for all requests to the bucket2. Configuring
redirection of HTTP requests to HTTPS requests in CloudFront will enable encrypting the
data in transit using SSL/TLS3.

QUESTION NO: 2

gt K E2IE| A7} AOLE O/E0|M 520t AASE C|O|HE =& ELICt =& & dlolH=
API HO|E®0|2 & E|0f Lambda & =0 M A E[El F DynamoDBOi| KZ ELICH AFEZ 0|
& 7teroll 2t Lambda & &= AlZHO] =0{LtT DynamoDB PUT 20|
ProvisionedThroughputExceededException 272 &7 A& L|Ct E8F Lambda

8l 4~0{ M TooManyRequestsException @7 T gr A& LICH.

O B3 At & 0| O|2{Et EXME HEE = USTHR7? (F 7IXIE MESHMIR.)

A. AOIE O|E{e| HOo|2E 3 7|E =&ILC}.

B. Amazon SQS FIFO 7#0f CIO|EHE =&stz, ZF HIAIX|7F &S E mHotct Lambda & =7t
Ad (o] Melg L ct

C. API Gateway0i|A{ Amazon Kinesis Cl|O|E{ AEZ|S Z O|0|E{E AEE[Y5t T HI0|EE
U MEIFL

D. DynamoDB H|O|=2 2| 7| & HH|E =& LCH

E. Lambda &0l AtE 7tsE HEZE|E SEMR.

Answer: C,D

QUESTION NO: 3
OHZ 2|71|0|M 0] us-east-1 2|T 2] Amazon RDS for MySQL Multi-AZ DB QIAEAE

M-St AU&LICH Fof =X| E|AE = off Z2(710]440| C|O|E{H| 0| A @472 0] 0431 CHA|
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HAEE + &L

OHZ 2|7 0| XHAIZ B =, O EE(70]4d0| 1AS ChA| HER&LICH

£ 5 M dAXt= o ZE2(7H0lH0] RHAIZF gio| TO|EH| O] A QS| A S CHA| A E =
UTLE £F S FEdollok ELICH

o £RM0| O|HEt 2F AIE S BEFENR?

A. 2= = Amazon Aurora MySQL DB 2 HAEE MMEILICH RDS DB 2IAEAE Aurora
DB E{AEZ 0+0|22[0|MEFLICH RDS ZEAIE MMELICH 7|E RDS YIEZQIEE
CHa o2 R LICt ol EE2(7|0|Me| 12 HZ S RDS ZE A JEXZQIEE 7IE2[7|=8
Adclo|EELICE,

B. Amazon S3 HHZ!2 MM ELICH. AWS Database Migration Service(AWS DMS)E A+& 3104
CllO|E{H| O] AE Amazon S3Z LHEHLICH Amazon Athena7}t S3 HHZ!E CI|O|E| K& A2
AT E FFELICH ofZE 27 oMol %4 ODBC(Open Database Connectivity)
E2to|HE MX|ELICt ol EE|7|o|Me| 12 HdHE YOI0|ESt0] Athena RIEEZQIEE
7t2|7| =& gct

C. Amazon Aurora MySQL Serverless v1 DB QIAEAE MMEHL|CH RDS DB RQIARHAE
Aurora Serverless v1 DB QIAEIAZ OrO|22f|0[MELICH ofE2[AH oMol HAE HHE
Aurora E|H AEXZQIEE 7t2|7| =5 YOIO|EF LCt.
D. RDS ZEA|E dderL|Ct 7|&E RDS AEZQIEE CHA S E FIELICH ofEE|7H0|M 9]
i dHE 2 UO[0|Esto{ RDS ZEA| A=EXQIEE Jt2|7| =5 FLICH.

Answer: D

QUESTION NO: 4

st 2|AF7F AWSOI M OB £/ of Z2|AH|0|MdS AT Q&LICE o] ofZZ|FH oM
=44 7 O] Amazon EC2 QIAEIA SE{AEO|M AMELICH 35 Tt A|ARIE 200TBL|
CIO|E{E X% StE 042 EC2 QIAEIAO| A A= L|CE.

O| OHZZIAH0|M2 B T AIAEIO HIOIEE el =™t EnME MMEL|Ct o]
X2 st Ehof  H A 3R Y A|ARIAM ZhYo| 5] ElES

72AZko| Z-Lct.

ZFE QABAE Auto Scaling IE0IM HEE|X|B SR
CIAHAE X|&HMo 2 AM™MELICH HFE L AEZ|X| Q!
X|dof Q&LCt.

E£2MOIFHEE B8 It A|AH QIABAE WR|tod HIES MZhsfoF Bt ot
AMARI2 72A|12 A™ 7|12 St e #t CIo|Eo| tiEt Tds HMAE AMBstok gict,
OlcHEt LT AMEE BFsts SAIM A HIES 718 IAH HYEY = Us £8M2

SoddL|mt?

A. 7| B9 oY AAEI9| HIO|E{Z S3 Intelligent-Tiering 2AEE|X| E2E1AE AI&SHE
Amazon S3 HZ/© 2 nto|za||o|MEtL|ct. oHe e Aldsl 7| Z10d Amazon FSx for
LustreE AF235104 X|0d 2EE AF235104 Amazon S32| HIO|E{Z A It A|AEIS PHELICE.
e 7|7 SOt M It A|AEIE S/ AEEIXKIZ AFSELICH fdo| 22 | oh
AAEIE AXELICEH

B. 7IZ 38 I A|AEI0IM Multi-Attach 7} & A &HE! CH T+ 2 Amazon Elastic Block
Store(Amazon EBS) 2 &2 &£ O|0|EHE 0to|2ai 0| & L|Ct. Auto Scaling & Al%f
HESo| AAEX HIO|EH A EEE AH85t0{ ZF QIARIAO| EBS &2 AR LICH &Y
7|17t SCtEBS EE2 37 AECIXIZ AFSELICH 20| 2 ZREHEBS E8S
22l
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C.7|& 3% Y AAEIO| H|O|E{E S3 Standard AE2|X| EEiAE AHE 5= Amazon S3
HZIe 2 oto|2eio|MErLICt. o &S Adst7| ol Amazon FSx for LustreE
AtE35lo U2 222 AF25104 Amazon S32| CIO|E{Z M I A|AEIS BHELICH &
7|2t SOt M U A|AEIE BSF AECIX|Z AFRELICH 20| 2F2 2| mt Y A|AEIS
ArA|ghLICE

D. 7|& 3% T+ AAEI0|M Amazon S3 HZ!S 2 H|O|E{E Oto|z22l|o[MELICt oH
g A7 Tofl AWS Storage GatewayE AHE 3104 Amazon S32| H|O|E{Z T
HO|E®O|E EHELICH It HO|EXO|E Y| SR AEEX|E AFSELICH &0

2t E|H ot Y Ho|EQO|E AfAIErLICt
Answer: A
Explanation:

https://aws.amazon.com/blogs/storage/new-enhancements-for-moving-data-between-
amazon-fsx-for-lustre- and-amazon-s3/

QUESTION NO: 5

£ 2 M o} 7|2 E £ Auto Scaling Group2| Amazon EC2 QIAEI A0 Hf Z E
7bK| Ql&LICt VPC of7|B%{= Auto Scaling & 0| EFARISHE 2ZF
7He| 718 HY(AZ)ol M U&LICH VPCE 2= 8|0|A ZFof 17
S CHE £ Qi LICH Auto Scaling ZE 2| %|Ci 37| MHIA &2l 2l
VPC IPv4 &4 X|H2 CtE&3t 2 &Lt

VPCCIDR 10 0 0 0/23

AZ1 MEL! CIDR: 10 0 0 0724

AZ2 ME4Y CIDR: 10.0.1 0724

HHZ O|=F, M| |Hm{ AZ7} X|H0i| A At 7tSHIIELICEH &R M ol F[HIE= F7LIPv4 T4
37t2 FIH6HX| oo MH|A CHREHY 90| 22 AZE ME{St A & LCt o{iH £FM0|
OlcHEt LT AIEE SFEINR?

A.AZ2 MEHIBt AFZSIEE At & OES YO|O|EFLICE O 4 S7to| MEtS
Ar&35t04 AZ1 MEXIE AMAISHT CHA| BFELICH M AZI MERIE AL
JES ZYELCH QIAEATL H0|H AZ1 HELIE AIESES
ZEELCt $xH AZ2 MEREZ MHELICH §lEl AZ1 MEUIS T4 S7Ho| F #Hml Met2
A835tod M AZ2 MEUIE BHELICH 242 AZ2 MEY FA Z7to| Mut2 AFS35104 M AZ3
MEHIE BHE OFF, Ml 7Hel M MEHIE RF Oy o2 XIS &3 1&2 Yool EFLICH.
B. AZ1 MEHIO|MH EC2 QIATHAE BEFLICH T4 37t ALE5t0 AZ1 MEUHIE
AX|5tD CHA| BHELICE Ol ME2 MEYHE AIE5IE S At &% J&S Yo|o|EgLCt.
= i AZofl CH3H O|& Er= &Lt

AZ30| M MEHIE Holft Ot A8 37| =™ 282 YdI0IESo] Al 7Hel M MHEHZ
D5 o= XIGELICH

C. SYUet IPv4 F4 F7HE ALE3H01 M VPCE 85t 2t AZoi| CHal 5Lt
Meulg HolgtL|ch M VPCel M MEYS CHA ez J|E Xt &5 a88
Aol E & LCt

D. AZ2 MEUITL A8 A8 &H OES Holo|ER UL Ol 4 372 SHIES
AZ1 MEHE LHIO|EELICH RIS &Y OI&2 ZH501 AZ1 MEL T CHA| AFSELICH
QAEATL HY0|H XS A OFS 20| AZ1 MEHIEE ASFLICH TR AZ2
MEHE HH0|EstT #El AZ1 MEHIAM T4 S7+o| F #Hml HEtE S ELICH el
AZ2 MEH =4 Z7to| HEtg ALE5t0 Af AZ3 MEUIE BtE OIS XIS &H O82
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AClO|ES0] Ml 7HO| M MELIZ 25 CHA S Z &HLCH.
Answer: A

Explanation:
https://repost.aws/knowledge-center/vpc-ip-address-range

QUESTION NO: 6
8t o|2 F|Al7} otOFE H|=2FH(Amazon Bedrock) &

LO|E st A&LICH AFSRIE2 7 HEI7H 28 E = e g 2
7—|OIL_||:|.
E£FEH HARIE OIS0 22 7|5 sd8E = U= £FHE T8t of LCH.
*BEXXIFO|R e TAHE MBS A |5t &I A
*AHEA 3dn 2 H S 2F0iM JHQl Al 7ééL='_(P||)§ M7<1I°*L—IEP

* 3IATELESO| 7|12 RR(FM)E HESHEL: S e SME Al&sHoF gLct
*EEHQE FE HIE2 YKIsY| s fIEE AL PE%EEE ZEof M&stk7| Ao
GItst A2,

o{id £F Mol olzfet 2T AMEE SFEIMNR?
A. £2IE 4% x| X|E & Amazon Bedrock XI*' 7|HF01| MEgfteict 22o| ZIE =

MBS A= AL ZEZEE FHELICH 8 ¥ AWS Lambda g+E A
SEOIM 7He! A HE(PINE x1|74°+ S ALK H SEHS HhEEstL o}
B. £ 2lE X|& CH3tof CHEt FME MIZSHA ZEELICt RIEF ZAZ FX

Q
rir
I3
il
I3
|m

HZ2lg FIIELICE g7 SEE & SXE FA L st HET UEX| CisHE

AZMSE HEO| HAE T2 MAE g'%'i.zrl—ltf

C. OHEC|F|0|M Lol AFE X X|H HAE AS =35t0d 2 X|=E FNE HASID AFR A}
|.

2ol M Rl HEE AXIFLICH Converse API Edl g 2HES SEEL
AERHAAH EAls7| ol Ho| FX2| 2XE AL85t0{ SHOIM B HEE
Al-x|%k L| |_-_|.

D. Amazon Bedrock 7IER|Y S MAMetLICH o2 7.‘_|EF =odof cHst M= =2 x| ETlS
TELICH 7Rl Al HE((PINE otAZsY| flel B HE EHEE FHELIcH 2H=
ZIEHE FHELICH F8 ™| AR ZEZEoA AppIyGuardra|I APIE ZE£8LCt 2&
82 HWIlst7| 216 Converse APIOE S 7= S L3
Answer: D

Explanation:

Amazon Bedrock Guardrails are the correct managed control plane for this scenario. A
guardrail can combine denied topics, content filters, and sensitive information filters, and it
can be applied to prompts and responses across supported foundation models. The
ApplyGuardrail API can evaluate text independently before invoking a foundation model,
which helps reject or mask risky prompts before incurring model inference cost.

The Converse API also supports guardrail configuration so the same policy can evaluate
conversational model responses. Option A relies on prompts and post-processing only, so it
does not evaluate risky prompts before inference and does not protect inputs. Option B is
retrospective and model-specific. Option C could work technically but creates custom
moderation and response-filtering code, which is higher operational overhead than Bedrock
Guardrails.

OII

oI

]IOI
-
n
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3|Atoll Amazon CloudFront, Amazon API Gateway 2! AWS Lambda 7|Ss2 2 7/ dE

ME{ElA of Z2|70|M0o] l&LICH oiZE[7io|Md T EQ| 3 HiZ ZZMAE Lambda
ol M HM HE E st AWS CLI AT RE % AlsH 5104 4|0l EsHe ZdQlL|Ch. Al
84 Mo 2771 QE AR CHE CLI A3 RIEE 840 0|F 59 BT HiZ 504
Z|E8ILCH 3AME Lambda & 40AM MBS 5tE ofZ2|FH0|M 2RO M HHMES HIZ &=
AZtE £0|1 2F7H AMEE[IS I 0|8 XISt ElEEl= Alzt: E0|T At FLCH

O|Zd0| o H| O|F o1& £ U&LIT?

A. AWS CloudFront HiZ 2! AP| GatewayZ TAE 42| AEHD} Lambda &+8 Z&3le

5t ¢ AR o 2 ZFEl AWS CloudFormation AE12 M5t HYZ&LICH Lambdag&

B &35t AWS CloudFormation B8 ME & ddst 1 BIZSMAIR. 277t EB|HEH

AWS CloudFormation #43 MEE O|™ HTSE = ElLICH.

B. AWS SAM & 7|2 XS AWS CodeDeployE At&3+0{ A Lambda XS HiZ 35t

EMEE M HEcE MTMo 2 Tetetn EcfE ™ U EcfE F HAE 7[5 AL&5H0]

IAE=E =OoIgrLct Amazon CloudWatch ZE27F EE|7HE|™ EE4ghLCt.

C. AWS CLI 23 Z|EE M Lambda H™IE HiZSt= BY AJEEZ Z[EZELICH

HHZ 7} 22 2| AT ZE EAEJ AYELICH @77 ZX|E[H O] Lambda HHES 2
C|= 2|}

D. M Lambda T2 & =X35t= M API HO|EQ0| A=EXZQIEZ FTHE AWS

CloudFormation A4S A5t 1 b Z & LICH CloudFront 2 2|TI2 M API H 0| E 0|

EZQER HASIT @BE 2LIE|RSHH ZX|El 3L AWS CloudFront 22|%1€ 0|

APl HO|EHo| dEXQIER BHZAELICT

Answer: B

Explanation:

https://aws.amazon.com/about-aws/whats-new/2017/11/aws-lambda-supports-traffic-shifting-

and-phased- deployments-with-aws-codedeploy/

mlo
r|r

o|-

QUESTION NO: 8

3|ALoll A OHE 2| 0|2 AWSE Oto|gi|o|M5tn Q& LIct. oto|zgo|M
ZCHs 2t 22" MHIAE AFE SR FLICH 3= O 8 F AH-E 2 5536t
2 =ME oiZ2/70]|4M LHoll MZ ok & LCt.

1. OlO|E{= L7 0| FofLt 7+&+d 0| =otof g LCt.

2. 00|HE M& & & ™& Soi &4 &5 3tx|o{oF &Lt

3 453 F|l= EALOM Bt2l6Hok 3t 7Moo 2 Ao &L £F M ot Z|HIEE= CHS
E ofH £F M2 HESHoF & L7

A. It HO|EQO| =0 A AWSH| AEE[X| HO|ELO| HIZ AWS KMS 7|& A& 35t04
Amazon EBS E& Q53512 AI250{ AEZIX| HOIEQ0| E2E5E 25358 L—IEF

B. HHZ! H& 1} 87 Amazon S3& AFE5H04 H{Zlo]| CHE @10 HTTPSE &5t ZHA|
oS 3tol M & 253512 AWS KMSE M8 L ct.

C. SSLZ A &304 Amazon DynamoDBE& At&5t04 DynamoDBO| 12 &L|CE. AWS KMS
7|& AF83t0{ K& &l DynamoDB A& &= 3t&FLIC}.

D. O| CllO|E{& X{Z5l7| £I5H Amazon EBS £ &0| HAZAE QIARHAE HYZEL|CH AWS
KMS 7|& At835t0{ EBS =& Y5 3HE A&35l0{ CIO|EE &= stgfLCt.

Answer: B
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QUESTION NO: 9

8t S|A7F EFY Amazon EC2 QIAEAONIM 528 ol Z2|70|MHME ARSI JI&LICEH Of

OHEZZ[A0|M2 QI HIZE| HIO|Ef AE0{E @[3l Redis Y == %E—IQE-I% Amazon

ElastiCache& A& & LICt. O] o Z2|710|M2 &t 7H|™ Cl|O|E{H| 0| A 04 Amazon RDS for

MariaDB DB QIAHAE AL ELICH OHE 2|71 0|M0| 2t SstedH Ql=Zete| 2t fE0|

Hefolofof 5t &4 &fEjoof B LICH.

&5 M4 dARX= ofZ 27 0lMe] ot 7I”IXE THMStod QIZELTL 7tE BX| AlZhE

Z|A3StHM HOHZREH AS2E S7Y &= UL S sliok TLCH.

olefet 2T AMEE 55 P F74| ZE2 FAULIIMN? (37HE MEd %PHIR.)
24T EC2

QIAEAAT} 2| A 20| QIAEA 27191 Auto Scallng IL-E~°| °'—=|'—°._7<| grolgrLct.

B. Elastic Load Balancer& At&3t04 0921 EC2 QIAE AN EEfE 24 EC2 QIAEHATL

FrE 2ER —T“SEI%E | &felghct.

C. s¢& 718 %“E.'Oil IE% SMEg 4dst=% DB

ALIE[0]M 217 TE %HI 7|2 DB QIARA R SZAFLICH

D. 7 718 %“E.'Oil a4x 2*’“EI'— CtES AZHHEZE 495t = DB QIAEAE ™ ELICH

E. Redis 28{AE{& ElastiCache0l CHEt SX| 22 S MAE

2712l Auto Scaling I &2 AFStEF E22{AHE F8%

F. Redis 2AE& ElastiCache0l| Cist SAM 22 &

ot adsterLC

Answer: ADF

Explanation:

Option A is correct because using an Elastic Load Balancer and an Auto Scaling group with a

minimum capacity of two instances can improve the availability and scalability of the EC2

instances that host the application. The load balancer can distribute traffic across multiple

instances and the Auto Scaling group can replace any unhealthy instances automatically1

Option D is correct because modifying the DB instance to create a Multi-AZ deployment that

extends across two Availability Zones can improve the availability and durability of the RDS

for MariaDB database. Multi- AZ deployments provide enhanceddata protection and minimize

downtime by automatically failing over to astandby replica in another Availability Zone in case

of a planned or unplanned outage4 Option F is correct because creating a replication group

for the ElastiCache for Redis cluster and enabling Multi-AZ on the cluster can improve the

availability and fault tolerance of the in-memory data store. A replication group consists of a

primary node and up to five read-only replica nodes that are synchronized with the primary

node using asynchronous replication. Multi-AZ allows automatic failover to one of the replicas

if the primary node fails or becomes unreachable6 References: 1:

https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-

balancing- works.html 2: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable

-performance-instances- unlimited-mode.html 3:

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.

html 4: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html

5: https://docs.

aws.amazon.com/AmazonElastiCache/latest/red-ug/AutoScaling.html 6:

https://docs.aws.amazon.com

/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
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QUESTION NO: 10

8t 3|A7F 2= 80|A QlZEtet AWS ZHol M8 S Hd™5tedn gLct o] 3lAtE A
VPCOi| 1Gbps AWS Direct Connect 2122 AHE5t1 U&LICt O] of7|ER{0fl= 042] VPCS}t
2EZ70jA Ql=Z2HE 1485t = ™S HO|E0|Q Direct Connect H|O|EQ0|7F Z &HEILICH.
3|Ab= Direct Connect 122 AL&35t0{ & VIFE &3l VPC 2|a 204 91350k &FLICt
Olg{et QT AME 2 SF5t24™ ot BHA Z&o| EE LI (F 7HKIE MEISHMIR.)

A. 1Gbps &7 012 HZA2 10GbpsZE UCO|EFLICE.

B. M& VIFE S5l 2Zd0|A HET HFALE F0FLct.

C. & VIFE &3l Direct Connect 7|0|E{|O0|0AM 2ZB|0|A UHELIZE VPC HFAE
HZE gt

D. Direct Connect @1Z22| MACsec &35} DE S£ME HIEA| 45355t YO|O|EFLICH
E. MACsec 21Z 7| O|&-4Z 213 7|(CKN/CAK) 42 =E|&] o472 o4t o488 LICh
Answer: B C

Explanation:

To connect VPC resources over a transit Virtual Interface (VIF) using a Direct Connect
connection, the company should advertise the on-premises network prefixes over the transit
VIF and advertise the VPC prefixes from the Direct Connect gateway to the on-premises
network over the same VIF. This configuration ensures seamless connectivity between the
on-premises infrastructure and the AWS VPCs through the transit gateway, facilitating
efficient and secure communication across the network.

AWS Documentation on AWS Direct Connect and transit gateways provides detailed
instructions on configuring transit VIFs and routing for Direct Connect connections. This
setup is recommended in AWS best practices for establishing dedicated network connections
between on-premises environments and AWS to achieve low-latency, high-throughput, and
secure connectivity.
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ZFI7bELICH
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A= ZRIE T, 3|AL ofA|of CHEF REE 2= 80| 0lF MHE Y 57| 28 Resolver
TE 4y
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2

Srefuich

WS Systems ManagerE Al&5t0{ ZR3t SAE O|F0| Z&E SAE Tt
1# EME F - LICH Amazon EventBndge H2IE AL8310{ QIAEIAT ME
MetE M EME A™ELICH
Answer: B
Explanation:
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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QUESTION NO: 12
gt A7 AWS EEIRE0M 2 E2EEE A™dstn JU&LICH o] E[Al= ofE 2|7 0|M
ClO|E{2 o|™ H{& 2| Amazon DocumentDBOI| A ZEHEHL|CH 042 BRI = MH|A T} 24 A|Zt

LHLH CilO|E{H|O| A0 M CIO|E{E X|& Mo 2 elT #L|ct 2 & AMH|AE Amazon Route
5301 DNS B|ZEZ S5 El Amazon DocumentDB 22{AE AIEXZQIEE AE5}04
o|O|E{H| O] A0f A= LICE.

' 2lAt= Olo|E{ £4 gio| HIo|EHIo|AE %4l HE 2| Amazon DocumentDBZ
Yaeo|=sHof B LICE g, HAlE MH|AMM YIB0|=EE HEIE AFE 67| o
Hadol= HIAE & HEE 2t=8lok gfLICt 3|Al= o|0| HE AERE #Hstetn
24 A2k HE 7|7hE AERi&LICH

O{[H £ MO| O|2Et LT AE S SFENR?
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149t A SOy A=EZQIEE MWYELct 'oto|18o|Md & SA|' oto|12|o]M
At&3to{ Ci|O|E{& Oto| 10|45t = DMS 2 d2 gLt M EB{AEE
E &t = QlgtLIC} Route 53 BlZEE UO|O|Estod M 2EHAEE 7IE2I7IE S gLCH.
B. %4l HHZ12| Amazon DocumentDB 2 2{AEHE ME M4 & LICH Amazon EC2 QIAEI A0
MongoDB BHEZ QIE{H 0|A(CLI) CIO|EH0|A =& MX[ELICH MongoDB CLIE
A& 35t0o{ HHO|LHE| LHELHZ|E M35t A Amazon DocumentDB 2 2{AE{Z Cl|0|EHE
JtX4E Lt M 22HAEE EIAES T AEELICH Route 53 BIZEE UCI0|ESH0{ M
ZHAHE 7I217|= 5 gLch
C. 7|Z& Amazon DocumentDB 2 2{AE{9| AHAFE MAEHL|CH MAFZIIAM =2 HA
A= E +HELICH 7IE BRAEE 2|4 1M L 24 F2{AE Het0jE 282
SHELICH 28 AR S FAI M8LICH Ya0l= 8 EHAES T Folstct
D. =4l HZ1 2| Amazon DocumentDB E2HAEE MZ MMeFLICH AWS DataSync
00| ME & Amazon EC2 QIAEIAO|| HiZ 5t 0 &S gfL|c 4 E 2EZ AWS DataSync
HUE MZE d-eLch & 2 S AI&Stod CIO|HE M 2EAEHEZE SAFRLICH M
S{AEE E|AESID #QIFLICH Route 53 BIZEE UHI0|ESI0] M| EBHAEHE
ZtEIZ|=5 Lo
Answer: A
Explanation:

The company needs to upgrade DocumentDB to the latest version with no data loss while
allowing continuous reads and writes. The company also must be able to test and verify the
upgrade before switching production traffic. This is a classic requirement for performing an
upgrade using a blue/green approach: build a new target environment on the new version,
keep it in sync with the source, validate it, and then cut over by changing the endpoint (here,
Route 53 DNS).
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Option A implements this pattern using a new DocumentDB cluster running the latest version
and AWS DMS to continuously migrate and replicate changes from the old cluster to the new
cluster. Because the workload is continuously changing, a one-time export/import is
insufficient; continuous replication is needed to keep the target cluster current during the test
period. AWS DMS supports a "migrate and replicate" style of task that performs a full load
and then applies ongoing changes (CDC) so the target stays synchronized. The question
also states that change streams are enabled with a 24-hour retention period, which supports
capturing and applying changes during migration/validation and helps ensure the replication
stream can be maintained while testing.

Option A also addresses indexes by using the DocumentDB Index Tool to export and import
indexes, which is important because indexes can affect query performance and behavior.
After the company validates the new cluster, the cutover is done by updating the Route 53
record to point to the new cluster endpoint, switching all backend services without changing
application configuration beyond DNS resolution.

Option B uses MongoDB CLI tools to export/import. This is not suitable for continuous write
workloads because export/import is a point-in-time operation and would require downtime or
risk data divergence during the test period. It also adds more operational overhead and does
not provide continuous replication for the duration of validation.

Option C performs an in-place major version upgrade. That does not satisfy the requirement
to test and verify the upgrade before backend services use the upgraded version because
the upgrade happens directly on the production cluster. Even though a snapshot exists for
rollback, production is still exposed to the upgrade immediately, which violates the
requirement for pre-cutover verification.

Option D is incorrect because AWS DataSync transfers files between storage systems such
as NFS/SMB and AWS storage services. It is not a database migration or replication service
and cannot copy a DocumentDB database in a way that preserves database semantics and
supports continuous replication.

Therefore, creating a new DocumentDB cluster, keeping it synchronized using AWS DMS
(supported by change stream retention), validating it, and then cutting over via Route 53 DNS
update (option A) meets all requirements.

References:

AWS documentation on blue/green style database upgrades by migrating to a new cluster
and cutting over via DNS.

AWS documentation on AWS DMS full load plus ongoing replication (CDC) patterns for
minimizing downtime and maintaining target synchronization during validation.

AWS documentation on Amazon DocumentDB change streams and retention considerations
for capturing ongoing changes during migration windows.

QUESTION NO: 13
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A. AWS Systems Manager Patch ManagerE A+& 5104 Migration Evaluatorg& ZF VMO
HHZ & LICt. Amazon QuickSightoll M == &lEl HIOIE—IE HAESLICH A EO| £2 MHE
AlEeL|ct oto|ae ol SFo|MH A8 E0| =2 MHE M7 ELICH Hlo[HE AWS
Migration HubZ 7FX{&LIC}.

B. VMware ZEEZZ|2E csv I UE LHEHLICH ZF M| C|AT AEEE EQlstAAIR,
MEEO| =2 MHE MHELICH ClO|E{& AWS Application Migration Service 2

LHE LIt AWS Server Migration Service(AWS SMS)E& AF&3504 LIHX| HHE
oto|adi|o|MErLC.

C. Migration Evaluator 0| 0|ME. Qi £=Z|7|Z ESXi 50|t} O|X{0d| H{Z &FL|C}. Migration
Evaluatorof Al =&l El C|O|HHE AEFLICH H|Ed MHE AEEhL|ct oto|as|olM
SS0|M HIEYE MHE M7t A2, OI0|E{& AWS Migration HubZ 7t A= L|C}.

D. Zf VMO AWS Application Migration Service (|O|EE HiZ & LICt CIO|E{ 7t =& E|™
Amazon RedshiftE At&3t04 CI|O|EE 7tx{et 2 A& LICt O|O|E{ AlZESHE /8 Amazon
QuickSightE At 3HAAI2.

Answer: C

Explanation:

https://aws.amazon.com/migration-evaluator/features/

b

QUESTION NO: 14

EMOotFEHEI 7|E0 £502 MAF HlZ2EHM AWS 220l M AWS CloudFormation
E"“E'° o= & LICE CloudFormation BlE22 E o el I 7|st D CHA| Mg =
QAELIEP. e #7Z30i Amazon EC2 QIAEAT}L ZE &[0 1 A& LICH EC2 QIAEIAO|= EC2
CIABATIL 22 HHo| M &2 &= o AA8ste ‘& A Z2EO| YU&LICH &FM
Ot Z|EE7} CloudFormation Bl EX!I0A L& S CHA| dMstT Sst e 0|F2
A EFLICH RHA] HZH ol M CloudFormation &/ Z2/0| N’“EI‘:':| EC2 QIARHAE HEHO|
E2E50{H 0| B2 HHoIM dE 2 H2 = sLICH £EF M ot7|HIEE= O]l EXME
sifZAst7| 25 FI= sHok & L2
A. 22 HHEHoM EC2 QUAEAT} 7H7H5HOF 5t= A& of CHEF A2 HAZ TEIFLICE sts
AssumeRole 22 5{&st= 7IE BHE Q| CHaf A& ARNO| SHIEX| & IFL|ct Al
MAMES MEFLC

B. 22 HIZ0| A EC2 QIATIATH THEHOF SHE OYBHof CHEH A2 BAS BFIBHLICH AbA
Aol 2E FH ol T3 sts AssumeRole 5r212 518 3Hs HHES F7H3fLICH A2 HA

XMEELICH
C. CloudFormation AE42 C}A| 4H|0|E & LICt. CAPABILITY_NAMED_IAM 7|SBt
RIEgct
D. CloudFormation 2B E CtA| 4O|O|E&fL|Ct. CAPABIUTYJAM 7| St
CAPABILITY_NAMEDJAM 7|52 X|& & LCt.
Answer: A
Explanation:
Edit the Trust Policy:
Go to the IAM console in the parent account and locate the role that the EC2 instance needs
to assume.
Edit the trust policy of the role to ensure that it correctly allows the sts action for the role ARN
in the child account.
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Update the Role ARN:

Verify that the target role ARN specified in the trust policy matches the role ARN created by
the CloudFormation stack in the child account.

If necessary, update the ARN to reflect the correct role in the child account.

Save and Test:

Save the updated trust policy and ensure there are no syntax errors.

Test the setup by attempting to assume the role from the EC2 instance in the child account.
Verify that the instance can successfully assume the role and perform the required actions.
This ensures that the EC2 instance in the child account can assume the role in the parent
account, resolving the permission issue.

References

AWS IAM Documentation on Trust Policies#51#.

QUESTION NO: 15
gt AL CHE Al THo| & IHEHE ZELIEZStE loT MAME ER5tD U&LICH O] (A=
*“A‘IOIA‘I OB & 11 +=Zlstod o|O|E{oi| CHEt BHE s~ ste{m &Lct
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741 Qe F7|X 2 2 RealProvisioned Throughput Exceeded 27 7+ g A&t L|C}.
O| ZEXE sllZ3st7| lsh £F44 ot 7| E = o{H =X|E F|sHoF & LI7t? (37t X|E

MEHSIMIR.)
AEEIZ IHEEES0d AEZIO| AFE £ E 2l C}.
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EZE NEE5t0d AEEO ME =& FLICH

HIXF 220 F MAIZ & x| oz MF{L|ES AFS &L Ct.

M EHS ARHEE AES TALIC

Answer: ACE

Explanation:
https://repost.aws/knowledge-center/kinesis-readprovisionedthroughputexceeded Follow
Data Streams best practices To mitigate ReadProvisionedThroughputExceeded exceptions,
apply these best practices:

* Reshard your stream to increase the number of shards in the stream.

* Use consumers with enhanced fan-out. For more information about enhanced fan-out, see
Developing custom consumers with dedicated throughput (enhanced fan-out).

* Use an error retry and exponential backoff mechanism in the consumer logic if
ReadProvisionedThroughputExceeded exceptions are encountered. For consumer
applications that use an AWS SDK, the requests are retried by default.
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A.S3 I:I-I"OHH X E AN St Lambda &+ & e LICt Lambda & +&
CloudFormation AEH0]| AL A} X|H E|AAR FIH5tD, S3 HA! E|AAE 7tE|17|=

DependsOn &8 2 F7tgLICt

B. CloudFormation AB#& £=%35104 S3 B{Z!0i Delete 2t 2 = DeletionPolicy £4&
o448t |},

C. S3 HH&A! 2laA0]| CHEh AHAF 22 4= DeletionPolicy &2 F7t6t7| 23
CloudFormation AEB4Z |0 E & LICt.

D. CloudFormation &l Z&!2 4Cl|0|E 804 Amazon S3 CHAI &IA| IS X% SHE Amazon
EFS It A|ARIZ MMBFLICH Lambda & <71 EFS Tt A|ARIDL S UEH VPCH A
A5 FEELICH

Answer: A

Explanation:

CloudFormation cannot delete non-empty S3 buckets. OptionAallows you to create acustom
Lambda resourcethat deletes all objects in the S3 bucket before the stack deletes it. The
DependsOn ensures the bucket deletion occurs only after the Lambda has completed.

B: Adding DeletionPolicy: Delete does not resolve the issue if the bucket still contains
objects.

C: Snapshot doesn ' t apply to S3 and won ' t help here.

D: Changing to Amazon EFS would require architectural changes, which are not allowed per
requirements.
Reference:https://aws.amazon.com/blogs/devops/safely-delete-s3-buckets-using-aws-
cloudformation/https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-
attribute- deletionpolicy.html
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Answer: AB
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Explanation:
https://medium.com/@it.melnichenko/invoke-a-lambda-across-multiple-aws-accounts-
8c094b2e70be

QUESTION NO: 18
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Answer: CE

Explanation:

C: Multipart uploads can leave incomplete parts behind, which incur storage costs. Expiring
them after 7 days minimizes waste and saves cost.

E: Since objects are infrequently accessed after 180 days, transitioning toS3 Standard-lAis
cost-effective, especially for large files > 128 KB (your 100 MB+ files qualify).

Ais for shifting download cost, not reducing your S3 storage expenses.

Bhelps with upload speed butincreases cost.

Dis too aggressive; Glacier is not suited for access patterns within the first few days.
Reference:https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-
examples.

htmlhttps://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html
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st 3|A7F 2 za0|A ololE| ME{E AWSE

oto|zeilo|AdE A= ULICt. O] E[Ab= #4AH Linux 7|8 VMware VMO A CI|O|E{ ME{E
ARG JELICH £F M MAX=E VM 2He| HELIT Z&4ol cHet WEE s+ El6Hof
gLICH HEE ZAEIPFA, ZAE O|F Y HERT HZ HEE AtAMls| dBst=
Ctolo{a 2 & 4/olo{of &Lct.

O{iH £FMO| O[2{3t LT MEE SFELIN?

A. AWS OHZE[7i|0|Hd HM MH|AE ALEELICH AWS Migration Hub & AWS X[
MEdSHLICEH C|o|E £ ZE2 lsll 2= f|ajA Aol AWS Application Discovery AgentS
M X|ELICH Migration Hub HIE®|3 CtO|o{O R E AFEE = U5 Application Discovery
Service0| HetE F o4& LICY.

B. Mt Cllo|E{ =&l & I3l AWS Application Discovery Service Agentless Collector&
A8 ELICE AWS Migration HubOlM LHIE Q|3 ClO[o{2 S png HAICE LIEHLICH
C.HIo|E =& & s 2=2|0|A M0l AWS Application Migration Service HO|MEE
M| LIC AWS2| Workload Discoveryol A AWS Migration Hub Cl|O|E{& At& 5104

SAP-C02-KR practice materials, SAP-C02-KR study materials, SAP-C02-KR exam torrent
https://www.2pass4sure.com/AWS-Certified-Solutions-Architect/SAP-C02-KR-actual-exam-braindumps.html



https://www.2pass4sure.com/AWS-Certified-Solutions-Architect/SAP-C02-KR-actual-exam-braindumps.html

SAP-C02-KR Study Guide Practice Materials and SAP-C02-KR Actual Dumps and Torrent - 2Pass4sure

HE®3 ctolo{1Z S MeefLct

D. DO|E{ =& <ls 2 a0|A& Mo AWS Application Migration Service 0| MEE
MX|BLICE AWS Migration Hub2| Cl|O|E{& .csv @ A2 2 Amazon CloudWatch CHA|ZEZ
LHE L] HESZ Cholo{a g Mgt

Answer: A

Explanation:

To effectively gather information about network dependencies between VMs in an on-
premises data center for migration to AWS, it ' s crucial to use tools that can capture detailed
application and server dependencies. The AWS Application Discovery Service is designed
for this purpose, particularly when migrating from environments like Linux-based VMware
VMs. By installing the AWS Application Discovery Agent on the on- premises servers, the
service can collect necessary data such as host IP addresses, hostnames, and network
connection information. This data is crucial for creating a comprehensive network diagram
that outlines the interactions and dependencies between various components of the on-
premises infrastructure. The integration with AWS Migration Hub enhances this process by
allowing the visualization of these dependencies in a network diagram format, aiding in the
planning and execution of the migration process. This approach ensures a thorough
understanding of the on-premises environment, which is essential for a successful migration
to AWS.

References:

AWS Documentation on Application Discovery Service: This provides detailed guidance on
how to use the Application Discovery Service, including the installation and configuration of
the Discovery Agent.

AWS Migration Hub User Guide: Offers insights on how to integrate Application Discovery
Service data with Migration Hub for comprehensive migration planning and tracking.

AWS Solutions Architect Professional Learning Path: Contains advanced topics and best
practices for migrating complex on-premises environments to AWS, emphasizing the use of
AWS services and tools for effective migration planning and execution.
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C. 24 R8o| x| el A% Z2I2 MMEFLIC} TotalTargetCapacity DH7HE#H~E 2022
A7 erLICt DefaultTargetCapacityType OH7HE#d~& Spote 2 AHELICH. NLBE
0]

[ = |
HZ 2|70l 2E g2 mA|EFLct.

D. A& AU IS MAFLICH MEE XIS AU IE2 NLBL| CHA O o
AZAEILICEH =4 SF S 4, 2[CH 8F 2 282 MHELICH of|ef QAAEHAE 47 FONELICH
Answer: D

QUESTION NO: 21

gt 3|A7t KHA Cllo|E MIE{Qt AWS 7Ho| 5Ho|EZ|E &£F M2 THE I &LICE O] Z|AtE
Amazon VPC2t Amazon EC2 RIAEIAE A& 3510 OfZ2|70|d 228 Amazon
CloudWatchZ ™&&LCt EC2 °._|éE._‘|ét 2 olad SARE o2 A
CllO|E{H|O| A 0| M Cl|O|E{E glo{=LICt.

0| 3|Ab= EC2 QIAEATL C|O|EH[O| A0 HAZEE HEHE 7Ho| At 2 ZLIEHZ St AL
rL|Ch ol0l 2= 8|0|A SplunkE AHS o|"‘ EL—lE-IEo £FEME ERstL e, &FM
Ol7F[HIEE= HESZ ECfES Splunki &ot= WS ZA™sHoF gt

£2M HAXE olg{8t 27 AME 01‘%'71| SE&lof &€t

A.VPC 58 21 E #/435}5 1 CloudWatchZ M&ELICH AFM HolE LHEWZ| &+E

A+ 5104 CIoudWatch 238 FJ7|M2Z Amazon S3 HZ!2 2 LHE L= AWS Lambda

g2 MMErLICt ACCESS_KEY & SECRET_KEY AWS A4 32 MAghL|ct s

A4 EHEZ A& 30 Splunk7t S3 HAIMMH 2O & 7t & /7Lt

B. SplunkE CHA 2 Z &= Amazon Data Firehose T1& AE 2|2 MAELICH CloudWatch

Logs 75 EE0|A S E t|Z=0d A 74 231 O|HIEE F&35t= Firehose AEE

ZZMNAME ME5t= AF™ %{2| AWS Lambda &8 FHELICt VPC 28 208

g M3135l 0 CloudWatchZ & & LICH Firehose M4 AERICZ 27 O|HEE MESIE

CloudWatch Logs 7t 52 M &fLICt

C. Z|Atof Cllo|E{HIo|A0| CHEt 2E Q™I EC2 QIARA IP FAE 200 7|F5IESH

QAFLICE CloudWatch 212 Amazon S3 HZIS 2 LHEHL|CE Amazon AthenaE

At&stod Clo|E{H|O|A O|BEHRE O E&tE 218 2l LICH Athena AT E CHE S3

HZIS 2 LHEHLICH AWS Lambda & & 3 £504 S3 H{Z!/0d| Af mhdo| F=7+E oot

SplunkZ A5 2 M&EL|CH

D. CloudWatch 21 & Amazon Managed Service for Apache Flink(0|7 B&&l: Amazon

Kinesis Data Analytics)E AH& 5}04 Amazon Klne3|s ol AEZo2 M&EELICH
OHEE =&et7| #lal 18 &€cto|T R E FEELICH ol EHX|HAEAE AI8st=

SQL #2|E ddstod HELT Ei= 0I”° Hel dAlzte g BLEHZELICH A&

SplunkE CHA 2 Z 5= Amazon Data Firehose Mg AERICZ HLICH

Answer: B

Explanation:

The company needs near-real-time visibility into which EC2 instances are connecting to on-

premises databases. The correct telemetry source for network connection metadata at the

VPC level is VPC Flow Logs.

VPC Flow Logs capture information about IP traffic going to and from network interfaces in a

VPC, including source/destination IPs, ports, protocol, and accept/reject decisions. This data

can be used to infer which EC2 instance IPs are connecting to database IPs.
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The company already uses Splunk on premises, so the solution should deliver these logs to
Splunk with minimal delay and operational overhead. Amazon Data Firehose provides a fully
managed way to deliver streaming data to supported destinations, including Splunk, with
buffering and retry handling. CloudWatch Logs subscription filters can stream log events in
near real time from CloudWatch Logs to destinations such as Firehose.

Option B uses the standard pattern: enable VPC Flow Logs to CloudWatch Logs, then create
a CloudWatch Logs subscription filter that streams the flow logs to a Firehose delivery stream
configured with Splunk as the destination. Because CloudWatch Logs subscription deliveries
can batch log events, using a Firehose preprocessing Lambda to extract individual log events
is a common approach to format records in a way that Splunk ingests cleanly. This yields
near-real-time delivery with low operational overhead.

Option A introduces delay because it exports CloudWatch logs periodically to S3 and
requires Splunk to poll S3. It also requires long-lived access keys and periodic batch exports,
which is not near real time.

Option C relies on application-level logging changes and batch analytics with Athena, which
is not near real time and requires substantial changes and additional pipelines.

Option D is over-engineered for the stated requirement. Using Flink and anomaly detection
focuses on anomalies rather than simply identifying connections, and it adds significant
operational complexity compared to direct delivery of flow logs to Splunk via Firehose.
Therefore, streaming VPC Flow Logs from CloudWatch Logs to Splunk using a Firehose
delivery stream and a subscription filter is the best approach.

References:AWS documentation on VPC Flow Logs and the metadata they provide for
network connection visibility. AWS documentation on CloudWatch Logs subscription filters for
near-real-time streaming of log events. AWS documentation on Amazon Data Firehose
delivery to Splunk and optional Lambda transformations for record formatting.

QUESTION NO: 22

gt 3|AL7} Amazon Workspaces 7 32 83Mo 2 223 &LICt O/ & AWS

K230 M WorkspacesE O &H MEE = UEF st LICH Workspaces= & OH

7<7‘c| x|dof HZELICH =AY E %“E.'S Amazon Route 530M AL E = U&LICH
SFMO7IHEE FU2 dHok 5Lt R?

A. 7|2 Xt Foff =X X[Hof A4 HEE BrELCh 2442 aiE x[¥o| CIHEE|t

Q14 LICt. Evaluate Target Health = YesE Route 53 B0 x| 2t & H2g ptELICH

B. & X|¥oll 42 HEF & prELICH & o 7|2 X|e| CIAME 2| @4 ZEF LICH Route 53

CHEZL B Bt MAME ASELICH

C. 7|2 X|HolM 2 BE 2 BrELICH 7|2 X[Y¥e| CIHEE[2t AZRLICH

53 T2 o| 7t B X[7t MEE B2 E AFE5HAL.
D. 7|2 X0 d4d HE 2 BHELICH O|& Foll =X| X[de| C|HEE|Qt AATLICH
Evaluate Target Health = YesZ Route 53 H 0 = x| 2t REE AFSELICH.
Answer: A
Explanation:
A is correct because AWS recommends using oneconnection alias per Region, associated
witheach directory.
Then, configure a Route 53 failover policy so that if the primary Region becomes unhealthy,
users are directed to the failover Region automatically. "Evaluate Target Health" ensures

0
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automatic detection and failover.

References:

Amazon Workspaces Cross-Region Resilience
Route 53 Failover Routing

QUESTION NO: 23

3|Aboll & AWS Organizations0i| Z%0| Rl&LICE. O] 3|A= AWS Control TowerE At&3}04
=xo| e g HIE 5D 2&Lich SIAHE HudA U HM Fe 73staD Lok
EFME ZAML ZE2EHME QUMM 77 HEHOIAM &f 58 2|X| 8F 2 Amazon RDS DB
RQUAMAE ZUX|etE XS FEIsHoF TLCH
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A. AWS Control Tower0i| M E== 7tE||dE ALICH Z25HME ouol| 2= 7tEBYS
MEgLct.

B. AWS Control Tower2| 22 HZE 7IEQYU 55
z2HM oud| 7tEBYUS X8Lc.

C. AWS Config& AtE3504 MMER T 7tEfYUS MeLct Z2HM ouel Z& A H™of
A HEFLICH

D. AWS Control Towerol M A8t X|H SCPE 4 gtLIct Z2=M ouol SCPE
MEgLct.

Answer: B

Explanation:

AWS Control Tower provides a set of " strongly recommended guardrails " that can be
enabled to implement governance and policy enforcement. One of these guardrails is "
Encrypt Amazon RDS instances " which will detect RDS DB instances that are not encrypted
at rest. By enabling this guardrail and applying it to the production OU, the company will be
able to enforce encryption for RDS instances in the production environment.
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QUESTION NO: 24

2 FA7F 2HY Mol MZR2 7SS EARELICEH AEXE 0] 7SS AL 3104
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LR = 30 O|Fofl RbF MEEl= ER7tF UsLCH £F 4 AKX 7IsE 7HE &2
HESE AMZI L HIC|29| HE|Zx AM 7184 E RX[ste £F M2 Fddlof gLct.
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A. S3 HHZ!0l M S3 Intelligent-TieringS T A& LICH.

B. 302! #0i| S3 Standard0| A S3 Glacier Deep Archive 2 O|0|X| Z4X| L H|C|2 ZHA|
St =& S3 & 7| YME FHFLICH

C. Amazon S3E& Amazon EC2 Q1A E A0 B RHE Amazon Elastic File System(Amazon EFS)
ol A|lAEloZ WA EHL|CH

D. S3 0|0/ x| Z4xl| 2! S3 H|C|2 Z4&i|of Cache-Control: max-age 3llHE F7+gfLICt SIHE
302 gt

Answer: A

Explanation:
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Amazon S3 Intelligent-Tiering is a storage class that automatically moves objects between
two access tiers based on changing access patterns. Objects that are accessed frequently
are stored in the frequent access tier and objects that are accessed infrequently are stored in
the infrequent access tier. This allows for cost optimization without requiring manual
intervention. This makes it an ideal solution for the scenario described, as it can automatically
move objects that are infrequently accessed after 30 days to a lower-cost storage tier while
still maintaining millisecond retrieval availability.

QUESTION NO: 25

2F 3lAtol M Q17| HIC|2 HlHel M ZlE|IAE THestol SIHCIREEY &
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B. Auto Scaling & LH2| Amazon EC2 QIAEIA0]| @1 El Amazon EFS Eoﬂ HY oL S
KMEELICH 2 EC2 QIAEIAO| FTP HHléZ -_r“‘*° L|C}t. Auto Scaling & <Hof
Application Load Balancerg& At & LICH. At A7F 7 |X|E CIR2EEE £ U= HIY
CI22E URL

C. & AlO|E Z AEIZ 2|3 Amazon Route 53 2! Amazon S3 HHZ! 744 S3 HHZ!of| A o
U2 E 2 AO|E0i| Amazon CloudFront AHE AHEXI7L THZ|X|E CHR2EEE = JEE AY
CHRZE URL HlA|

D. & AIO|E 2 ARIZ 2|51 Amazon Route 53 Z! Amazon S3 HHZ! 7434 S3 HHZ!of| Al mh
Y= = S3 HZlol chell LA X[ Hd™H ALEA7H 7 |XIE CIREEY + URSE Y
CHRZE URL HA|

Answer: C

Explanation:

Create an S3 Bucket:

Navigate to Amazon S3 in the AWS Management Console and create a new S3 bucket to
store the game files.

Enable static website hosting on this bucket.

Upload Game Files:

Upload the 5 GB game release package to the S3 bucket. Ensure that the files are publicly
accessible if required for download.

Configure Amazon Route 53:

Set up a new domain or subdomain in Amazon Route 53 and point it to the S3 bucket. This
allows users to access the game files using a custom URL.

Use Amazon CloudFront:

Create a CloudFront distribution with the S3 bucket as the origin. CloudFront is a content
delivery network (CDN) that caches content at edge locations worldwide, improving download
performance and reducing latency for users regardless of their location.
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Publish the Download URL.:

Use the CloudFront distribution URL as the download link for users to access the game files.
CloudFront will handle the efficient distribution and caching of the content.

This solution leverages the scalability of Amazon S3 and the performance benefits of
CloudFront to provide an optimal download experience for users globally while minimizing
costs.

References

Amazon CloudFront Documentation

Amazon S3 Static Website Hosting

QUESTION NO: 26
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C. ZX|o| 74424 Aol A costCenter AR AH &O| B4 S EA45HerLICt. DFAE] HHol A
HEAWS HIE Y A EDME ofofgfLict 2o Mol Ef 248 At&5H0d costCenter
Ela7}t XIHE 2lAaA9| & HI8S AHlAHELICE.

D. AWS Trusted Advisore| ==& E7[0{M AFEA X[ ETME M3 :

AWS H|"H0{ M costCenter E 27t X|HEl 2|A A0 CHEE 2HE HT RAE MUESIEE
HEOME FEELCH

Answer: A

Explanation:

https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/custom-
tags.htmlhttps://docs.aws.amazon.com
/lawsaccountbilling/latest/aboutv2/configurecostallocreport.html
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QUESTION NO: 27
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O| ElAtE EE2FHQE SUSH 718 W0 HiE El Apache Kafka 22H0|1E ZHo| X[ A|Z+HE
zl4stat mAH BLICH E8 718 (128 52|10 SHAEO #E 428 F4 A7 DR
BrLict #A) B2t0IMEE 7|2 MAS AgSHT Qe 224 T# Dol A YAl
CleEtele 18Ut

ofH £RMo| 0|23t 2T AI¥ S EZENR

A oE A7 LUZ M FHstT MSK 2 %E{E CHefez MEELICH CHe 2 ; 8022
dYstn AAEZ HIEH Z7/8 022 YT LICH Kafka 2CH0|MES HIX| 2 & F&s5tn
MSK ZAEE aliT HiX| 2 &2t AGELICH

B. MSK 22{AE0M 2R X ZHEES #4510 CHYE Mo L MEHE HstELct
X|Qd Alzt 7|gk Bt R B2 A8 3= Amazon MSK Connect ZE A| A& B EZ & LICEH
ZEI0|UET ZEA| A=EZQIEE ASSIEE [T HELC

C. EEZ E27{E Express [ QIAEAE M &t = Express E27{2 &5t & A|2. Kafka
Z2I0|HE 9| client.rack £42 az idE MY AAIL.

D. E27{ 37|8 E& xlarge QIAHAR 7<7‘*°*L—IIZF Zt 718 ¥0fl MSK PrivateLink

A= ZQIEE MHELICt 2 Kafka 2EH0|UET 2EIO|UER} SYUFH 718 FFof| U=
AEZQIEE A5t E MFEE LI

Answer: C

Explanation:

The company wants three things: minimize client-to-broker latency within the same
Availability Zone, increase available bandwidth, and increase the scaling speed of the MSK
cluster. The current brokers are Standard brokers (two per AZ). Clients use default settings,
which means they are not explicitly configured for rack awareness or AZ affinity.

A common way to reduce latency in multi-AZ Kafka deployments is to enable rack awareness
on clients and brokers so clients prefer brokers in the same "rack," which can map to an
Availability Zone. In Kafka, the client.rack setting allows the client to include rack information
so the broker can return metadata that helps the client select replicas that are closest,
reducing cross-AZ traffic and improving latency.

To increase bandwidth and improve scaling speed, the most direct approach in the choices is
to move from Standard brokers to Express brokers. Express brokers are designed to provide
higher throughput and faster scaling characteristics compared to standard broker types.
Since the question explicitly calls out increasing available bandwidth and scaling speed, the
broker type change is the key lever, and it can be combined with client.rack configuration to
minimize cross-AZ latency.

Option C matches these requirements: it replaces Standard brokers with Express brokers (to
improve throughput/bandwidth and scaling speed) and sets client.rack to the Availability Zone
identifier (az_id) to improve locality and reduce latency between clients and brokers in the
same AZ.

Option A is not appropriate because MSK does not use EC2 Auto Scaling predictive scaling
in that manner, and Kafka clients/brokers are not "associated" with an EC2 placement group
as a primary latency solution in MSK. Placement groups are for EC2 instance placement;
MSK broker placement is managed by the service.

Option B introduces a proxy layer and MSK Connect in a way that increases complexity and
does not directly guarantee lower latency or higher bandwidth. MSK Connect is for Kafka
Connect workloads, not as a general- purpose low-latency routing proxy for Kafka clients.
Cruise Control is used for partition rebalancing and cluster optimization, but it does not

St
|_
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replace the benefits of higher-throughput broker types and client rack awareness for AZ
locality.

Option D increases broker size and introduces PrivateLink endpoints. PrivateLink is about
private connectivity from VPCs to services and does not inherently ensure AZ-local broker
selection or reduce latency between clients and brokers in the same AZ. Also, resizing to
xlarge increases capacity but does not address scaling speed and locality as directly as
express brokers plus rack configuration.

Therefore, option C best meets all requirements.

References:AWS documentation on Amazon MSK broker types, including performance and
scaling characteristics of Standard and Express brokers.Apache Kafka concepts and AWS
guidance on rack awareness and using client.rack to reduce cross-AZ traffic and latency in
multi-AZ Kafka deployments.

QUESTION NO: 28

3|A7F B8 HIO|EE MEIFLICH EAIQ] 048] X0l A HAEXRI TO|E 2AERIE XI5t
s MME HEF&LICH Hlo|E{= JSON EAle 2 NS EL

Ol lAt= AWS £F M E At8stod 1™ E ME A 7|0t7F 2R gi= HIo|EHHI0|AR
CIO|E{E M&stedn &LICH CIoIEE AAlZt2 2 & E[ofof g LICH

o{iH &R 4M0| Ozt @7 MEE SFAENR?

A. Amazon Kinesis Data Firehouse& A& 3504 Amazon Redshift2 H|O|E{E& ™& & LICH

B. Amazon Kinesis Data AE & & A}235104 O|0|E{E& Amazon DynamoDBZ ™M& & LICtH

C. Amazon Managed Streaming for Apache Kafka(Amazon MSK)Z& AF23t0{ C|O|E{E
Amazon Aurora2 M&&FL|CH

D. Amazon Kinesis Data Firehouse& Al& 01 Amazon Keyspaces(Apache Cassandra&)2
HIO|E{E M&ELICH

Answer: B

Explanation:

Amazon Kinesis Data Streams is a service that enables real-time data ingestion and
processing. Amazon DynamoDB is a NoSQL database that does not require fixed schemas
for storage. By using Kinesis Data Streams and DynamoDB, the company can send the
JSON data to a database that can handle schemaless data in real time. References:
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html

QUESTION NO: 29
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odstof @dZALICt mo|=Z2}2loj SAML @152 AF235IEE GitHub2 O 0| E &L LCt.

q
B. IAMO{ X IAM OpenID Connect(OIDC) ID 3ZAH(IdP)E ‘&g LICt. GitHub OIDC IdP 04| A
sts:AssumeRoleWithWebldentity API 2 &2 3{&st= XXt AZ| M2 AFE3504 M IAM
AHE 2 MggLict otol=Zztelol CHEt Yg e B8 GitHub2 YOOl EFLC.
C.

fjo

Amazon Cognito At3 5H £2 MHELICt GitHub2 AISSIEE 218 SZAtE
TAEHLICE GitHub 215 B2 X2 sts:AssumeRoleWithWebldentity APl &S 51835t
Mg A2 HAME ALE5H0 M IAM g2 W/ PELIch THO|ZEtRI0] CognitoE 21F
SZRE A5 T EELICH

D. AWS Private CAOl L3t EB{AE HF{E MAEFLICH AWS IAM Roles Anywhere 0| A
A8E 2otOo|E QIBME MMFLICE sts:AssumeRole API 2 &8 5835t MHEt
EHAE HME AE50{ M IAM &S MHELICH 7|& IAM HEE Af IAM S Eof
AGELICH Rt 5H =0 =7 & AIEst 2Cl0|UE CIBEAM 37 7|18 HZstod M
IAM gt S 2|est= = mo|zetelg gL

Answer: B

Explanation:

This explanation is based on AWS documentation and best practices but is paraphrased, not
a literal extract.

The current CI/CD pipeline uses an IAM user with long-lived access keys stored in GitHub
Actions. The new requirement is that pipelines must not use long-lived secret keys. Instead,
the solution should provide short- lived credentials with minimal operational overhead.
GitHub Actions natively supports integration with cloud providers using OpenID Connect
(OIDC). With OIDC, GitHub acts as an identity provider that can issue OIDC tokens to
workflows. On the AWS side, IAM supports configuring an OIDC identity provider and roles
that can be assumed by principals presenting valid OIDC tokens through the
sts:AssumeRoleWithWebldentity API. This pattern enables short-lived, automatically rotated
credentials for CI/CD jobs without storing long-lived secrets.

In the correct solution (option B), you configure an IAM OIDC identity provider for GitHub in
the AWS account. You then create a new IAM role with a trust policy that allows the Github
OIDC provider to call sts:

AssumeRoleWithWebldentity, with conditions that restrict which repositories or workflows can
assume the role. The existing IAM policy that grants deployment permissions is attached to
that role. In GitHub Actions, you update the pipeline configuration to request an OIDC token
and assume the |IAM role at runtime. Each workflow run receives short-lived credentials
without storing static keys, and AWS automatically handles the token verification and
temporary credential issuance. This approach is the AWS-recommended pattern for
integrating GitHub Actions with AWS without long-lived secrets and has low operational
overhead once configured.

Option A uses SAML 2.0, which is typically used for enterprise single sign-on for users, not
for GitHub Actions workflows. GitHub does not natively use SAML to obtain AWS credentials
for CI/CD pipelines in the same streamlined way as OIDC, and implementing a SAML-based
integration would add unnecessary complexity.

Option C introduces Amazon Cognito as an indirection layer. Although Cognito can federate
with external identity providers, including social providers, using it as an intermediary to
obtain temporary AWS credentials for a machine-to-machine CI/CD pipeline is not necessary
when IAM OIDC federation with GitHub is directly supported. This adds additional

rr
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configuration and operational overhead.

Option D uses IAM Roles Anywhere with client certificates from AWS Private CA. Roles
Anywhere is designed for workloads running outside AWS that need to assume |IAM roles
using X.509 certificates instead of access keys. While technically possible, it requires
managing private certificates, trust anchors, and a credential helper tool, which is more
complex and operationally heavier than the direct OIDC integration specifically designed for
GitHub Actions.

Therefore, configuring an IAM OIDC identity provider for GitHub and creating an IAM role to
be assumed via sts:AssumeRoleWithWebldentity (option B) meets the requirement to
replace long-lived secret keys with short-lived credentials with the least operational overhead

References:AWS documentation on configuring IAM OpenlID Connect identity providers and
roles for GitHub Actions integration.AWS security best practices recommending federation
and temporary credentials over long-lived IAM user access keys for CI/CD pipelines.

QUESTION NO: 30
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+&stLICH M7/ 2 O|0|E{E Amazon Redshift2 =2l5l0{ 22 M2 s&gLICH

Answer: A

Explanation:

Connect the IoT sensors to AWS loT Core. Set a rule to invoke an AWS Lambda function to

parse the information and save a .csv file to Amazon S3. Use AWS Glue to catalog the files.

Use Amazon Athena and Amazon QuickSight for analysis. This solution meets the

requirement of faster analysis and cost optimization by using AWS loT Core to collect data

from the loT sensors in real-time and then using AWS Glue and Amazon Athena for efficient

data analysis.

This solution involves connecting the loT sensors to the AWS IoT Core, setting a rule to

invoke an AWS Lambda function to parse the information, and saving a .csv file to Amazon
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S3. AWS Glue can be used to catalog the files and Amazon Athena and Amazon QuickSight
can be used for analysis. This solution will enable faster and more cost-effective data
analysis.

This solution is in line with the official Amazon Textbook and Resources for the AWS
Certified Solutions Architect - Professional certification. In particular, the book states that:
"AWS loT Core can be used to ingest and process the data, AWS Lambda can be used to
process and transform the data, and Amazon S3 can be used to store the data. AWS Glue
can be used to catalog and access the data, Amazon Athena can be used to query the data,
and Amazon QuickSight can be used to visualize the data." (Source:https://d1.awsstatic.com
/training-and-certification/docs-sa-pro
IAWS_Certified_Solutions_Architect_Professional_Exam_Guide_EN_v1.5.pdf)

QUESTION NO: 31

S|AtOI M 2t At R0l CHEF iR 22teE ’S—TL =

HHHAAERI2 ™A E2tRE X|Eo CiE

M2 of cHa HE o AWS HZHE2 2Helst
7|E B4 £&0ol= ofE2|AH 0|, B E & ey -1)

MUET 2etRE X|Eo CiEt 2 E'__T'_A-I% rg = QU

HELCH Edt £F M2 dHE dAIZIE 2dtste B E

HLHoF gLc}.

Olg{et 2F MEE2 BFst= 7P‘F HIE 2l &2 FIL?

A. ZF HEo| M AWS I t2 75t ofEE7|o|M, e E 2 AR XPEHE JE3HE o4t

oralg FAELICH ZF 2 2lol CHEt Amazon SNS FA|of ZF AFMEE FIHEHLICH 2

HEol M HIE B MT|E AF85H0{ Zf HIZL|A ERlol CHEt 2 BT ME Mg LCt

B. Z&|o| OtAE A AWS 042 45t 10 OfEZ|AHIO|M, B8 L ARAIER
JESHE of At ZElg FEMLICEH ZF 2 2lodl CHE Amazon SNS FA|of ZF AR E

BiFstedn gLt X 2ate
IR & Zfstn AU il)\PE
ganizations& AFS & LICH. 75|
IL|CH 22t*E HHAA B2 2
g 3Y USA &RME

EF-‘?-E X|Eoi CHEr 2 EIS

=3T
I-II
_I_
[
)

>
RN
O

u I-I'I ]1H1

ZIbefLich 50| DhAE AKOIM HIS EA7IE ALR 501 2 AL of Cist 2
_I;l__—ll_A-|E AHA—l%I-L|[:|.

C. Z A™ol M AWS ofAh2 A5t O Z2|FH0|M, B4 L ARAEZ JFESHE! of 4
o2lg FT-FLIch ZF g 2lol et Amazon SNS Aol ZF Al R E FI+ELCt Z+

7| Zofl A AWS Billing and Cost Management CHA|2 E& AL23l04 ZF HI =LA EHlof Cit
HH ETME et

D. Z%{o| OtAH 74I7“0+IA-I AWS H|& L ALE _._.n_A-I% % dstetn ofEE(FH 0|, B E A
ARAEE OESE ETME T EELICH AWS HIE 2 M8 ETME M|t ofét
A2 ELiT, ZF AR | o|H|Y S5of €8 ETMHE ELi= AWS Lambda &f &
AegrLIct.

Answer: B

Explanation:

Configure AWS Budgets in the organization # €™s master account and configure budget
alerts that are grouped by application, environment, and owner. Add each business unit to an
Amazon SNS topic for each alert. Use Cost Explorer in the organization # €™s master
account to create monthly reports for each business unit.
https://aws.amazon.com/about-aws/whats-new/2019/07/introducing-aws-budgets-
reports/#.~:text=AWS %
20Budgets%20gives%20you%20the,below%20the%20threshold%20you%20define
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QUESTION NO: 32
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AAERO] CHE S X E FedgfLict
B. {22 Amazon FSx for Lustre Tt A|ARIS B Z&FL|CH ot A[AR| CHEF HA R
el ZEE FAELICH AWS Backup2 AHE510{ It A|AEIS DR 2|™of 24edgtL|ct,
C. X{2IZ 0] 225MiBps?! & SSD(gp3) Amazon Elastic Block Store(Amazon EBS) 2E&2
HiZ & L[Ct EBS E2&0i CHall Tt &S 22 8t g LICt. AWS Elastic Disaster RecoveryE
A+&3tod EBS 2&2 DR 2I™of S| ELct.
D. ZEEHM 2™} DR 2| 25 0f Amazon FSx for OpenZFS It A|AEIS HiZ & LICEH
1020iCt Zz2 M 1t A|AEI0|M DR IHY A|ARICZ H|0|E{E S X|5HE AWS DataSync
of of &S dgefLict
Answer: A
Explanation:
The company should deploy a new Amazon Elastic File System (Amazon EFS) Multi-AZ file
system. The company should configure the file system for 75 MiBps of provisioned
throughput. The company should implement replication to a file system in the DR Region.
This solution will meet the requirements because Amazon EFS is a serverless, fully elastic
file storage service that lets you share file data without provisioning or managing storage
capacity and performance. Amazon EFS is built to scale on demand to petabytes without
disrupting applications, growing and shrinking automatically as you add and remove files1.
By deploying a new Amazon EFS Multi-AZ file system, the company can create a single
location for updates to application data for all instances. A Multi-AZ file system replicates
data across multiple Availability Zones (AZs) within a Region, providing high availability and
durability2. By configuring the file system for 75 MiBps of provisioned throughput, the
company can ensure that it meets the peak operations requirement of 225 MiBps of read
throughput. Provisioned throughput is a feature that enables you to specify a level of
throughput that the file system can drive independent of the file system's size or burst credit
balance3. By implementing replication to a file system in the DR Region, the company can
make a copy of the data available in another AWS Region for disaster recovery. Replication
is a feature that enables you to replicate data from one EFS file system to another EFS file
system across AWS Regions. The replication process has an RPO of less than
1 hour.
The other options are not correct because:
Deploying a new Amazon FSx for Lustre file system would not provide a single location for
updates to application data for all instances. Amazon FSx for Lustre is a fully managed
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service that provides cost- effective, high-performance storage for compute workloads.
However, it does not support concurrent write access from multiple instances. Using AWS
Backup to back up the file system to the DR Region would not provide real-time replication of
data. AWS Backup is a service that enables you to centralize and automate data protection
across AWS services. However, it does not support continuous data replication or cross-
Region disaster recovery.

Deploying a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume
with 225 MiBps of throughput would not provide a single location for updates to application
data for all instances.

Amazon EBS is a service that provides persistent block storage volumes for use with
Amazon EC2 instances.

However, it does not support concurrent access from multiple instances, unless Multi-Attach
is enabled.

Enabling Multi-Attach for the EBS volume would not provide Multi-AZ resilience or cross-
Region replication. Multi-Attach is a feature that enables you to attach an EBS volume to
multiple EC2 instances within the same Availability Zone. Using AWS Elastic Disaster
Recovery to replicate the EBS volume to the DR Region would not provide real-time
replication of data. AWS Elastic Disaster Recovery (AWS DRS) is a service that enables you
to orchestrate and automate disaster recovery workflows across AWS Regions.

However, it does not support continuous data replication or sub-hour RPOs.

Deploying an Amazon FSx for OpenZFS file system in both the production Region and the
DR Region would not be as simple or cost-effective as using Amazon EFS. Amazon FSx for
OpenZFS is a fully managed service that provides high-performance storage with strong data
consistency and advanced data management features for Linux workloads. However, it
requires more configuration and management than Amazon EFS, which is serverless and
fully elastic. Creating an AWS DataSync scheduled task to replicate the data from the
production file system to the DR file system every 10 minutes would not provide real-time
replication of data.

AWS DataSync is a service that enables you to transfer data between on-premises storage
and AWS services, or between AWS services. However, it does not support continuous data
replication or sub-minute RPOs.

References:

https://aws.amazon.com/efs/
https://docs.aws.amazon.com/efs/latest/ug/how-it-works.html#how-it-works-azs
https://docs.aws.amazon.com/efs/latest/ug/performance.html#provisioned-throughput
https://docs.aws.amazon.com/efs/latest/ug/replication.html
https://aws.amazon.com/fsx/lustre/

https://aws.amazon.com/backup/

https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes-multi.html
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# o Z2|7i0| M Lambda & 0| ZE2H|X'JE SAlEE AHEELICH Route 53 fEH =2l
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Answer: C
Explanation:

The use of provisioned concurrency ensures the web application's Lambda functions have
pre-initialized execution environments, removing cold start latency and maintaining
performance during high-traffic periods.

Route 53 health checks and failover records automate DNS failover to the secondary Region,
improving application availability and reliability.

The CloudWatch alarm is configured to monitor the Lambda ConcurrentExecutions metric
and send an SNS notification if concurrency usage nears the limit, enabling quick operational
response.

This approach minimizes manual management, ensuring reliability and performance during
peak traffic while meeting best practices for AWS Lambda and Route 53 failover.
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gtet5t= AWS Lambda & 212 S &S Z 0| APIE & & LICt.

D. AWS Global Acceleratorti| A HM2{2|0|E{E B LICt. DynamoDB E|O|&£ 0i| M
CllO|E{ € Htetst= AWS Lambda@Edge &+ S22 0| HMZ{2|0|EHE T+ LICE.
E. Network Load Balancerg M gfLICt. @2 MAe AWS Lambda &2 MG S
=IESERERS

Answer: A C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-overview-
developer-experience.

html
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Answer: C
Explanation:
The workload is containerized, runs for hours, and is event-driven by nightly data arrival in
Amazon S3. The current architecture uses EC2 instances and cron jobs, which results in
operational overhead (managing instances, patching, scaling, scheduling) and idle compute
between processing windows.
A key constraint is that the processing tasks can take hours. AWS Lambda has maximum
execution duration limits that make it unsuitable for multi-hour batch processing. Even though
Lambda can run container images, it still must complete within Lambda's runtime limit.
Packaging container images as Lambda layers is also not an appropriate pattern for long-
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running container workloads and adds complexity.

A modern, low-ops approach for long-running, containerized batch jobs is to run containers
on AWS Fargate.

Fargate removes the need to manage EC2 instances and allows tasks to run for extended
periods as needed, scaling based on demand. Because the workload is composed of several
data-processing services that likely need orchestration (for example, fan-out, sequencing,
retries, parallelism), AWS Step Functions is well suited to coordinate the workflow and invoke
the appropriate ECS tasks.

For triggering based on new S3 data, Amazon EventBridge provides a managed, scalable
event bus for AWS service events, including S3 object events, and can route events to
targets such as Step Functions state machines. Using EventBridge reduces the need for
direct point-to-point notification wiring and provides centralized event routing, filtering, and
monitoring.

Option C combines all the right elements: it runs the containers as ECS tasks on Fargate to
eliminate EC2 management and idle capacity, uses Step Functions to orchestrate tasks that
can run for hours, and uses EventBridge to trigger the state machine when new data is
uploaded to S3. This replaces the per-instance cron scheduling with an event-driven
serverless orchestration model and significantly reduces operational overhead.

Option B is close but is less appropriate as written because S3 Event Notifications are
typically configured to send to Amazon SQS, Amazon SNS, or AWS Lambda. Triggering
Step Functions directly is more naturally handled through EventBridge rules. EventBridge is
also the recommended event routing layer for integrating service events into workflows.
Option A is not suitable because Lambda is not designed for multi-hour processing jobs due
to runtime limits.

Option D is incorrect because Lambda layers are for sharing libraries and runtime
dependencies, not for packaging multi-hour container workloads. It also still depends on
Lambda runtime limits and does not match the operational model for long-running batch
processing.

Therefore, option C is the best modernization approach with the least operational overhead.
References:AWS documentation on AWS Fargate for running container workloads without
managing EC2 instances and supporting long-running tasks. AWS documentation on AWS
Step Functions for orchestrating long-running workflows, retries, parallelism, and service
integrations including Amazon ECS.AWS documentation on Amazon EventBridge for routing
Amazon S3 object events to targets such as Step Functions state machines for event-driven
architectures.
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